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INFORMATION SECURITY

[Maximum Marks: 100] [Time: 3 Hours]

PART*A
[Maximum Marks : l0]

Marks

I. Answer the following question in one or two sentences. Each question carries two marks

1. Define Threats

2. List any four physical characteristics used in biometric applications
3. Write a short note on audit records

4. What is malwares

5. Define a denial of service @oS) (5x2 = l0)

PART_B
[Maximum Marks : 30]

Answer any five ofthe following questions. Each question carries six marks.

1. Explain the model of computer security

2. Discuss block and sheam cipher encryption

3. Discuss various password selection strategies

4. Explain token based authentication

5. List various classes of intruders and behavior pattem

6. Write a short note on ROOTKIT fi.rnctions

7. Brieflv exolain the need for firewall (sx6=30)

PART _ C

[Maximum Marks : 60]
Answer one full question from each unit. Each firll question carries 15 marks

TINIT - I

III. (a) Explain the model of computer security (8)
(b) Explain digital signatures (7)

OR
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IV. (a) Explain the scope of computer and network security

(b) Describe message authentication with one way hash function

LINIT - II

V. Explain password attack strategies and counter measures

OR

VI. (a) Explain the operation of a biometric authentication system

(b) Discuss various access control requirements

I-TNIT _ III

VII. Discuss hot based intrusion detection

VIII. Discuss BOT and RCF

I.INIT _ IV

IX. (a) Explain classic Denial of service attacks
(b) Discuss reflector and amplifier attacks

OR

X. Explain internal and external firewall configurations
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